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(54) Method and system for subscriber-configurable communications service 



(57) A method and system for providing configura- 
ble data services for mobile stations allows mobile sta- 
tions to select the type and content of data messages 
addressed to a mobile station. The method includes es- 
tablishing an active profile associated with a corre- 
sponding mobile station. A wireless data server receives 
a data message addressed to the mobile station. The 
active profile for the mobile station is accessed to deter- 
mine applicable stored profile attributes for the mobile 



station to which the received data message is ad- 
dressed. The wireless data server detects received pro- 
file attributes associated with the received data mes- 
sage. Filtering is applied to the received data message 
in real-time based on a comparison between the detect- 
ed profile attributes and the stored profile attributes. The 
detected profile attributes are readily standardized in ac- 
cordance with standards followed by the content service 
provider in order to gain access to the mobile service 
subscribers. 
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Description 

FIELD OF THE INVENTION 

[0001] The Invention relates to wireless communica- 
tion systems and more particularly to a method and sys- 
tem for providing subscriber-configurable communica- 
tions service for mobile stations, 

BACKGROUND 

[0002] A wireless data server extends data messag- 
ing to users of a wireless 'communication system. The 
conventional wireless data server supports message 
notification, delivery and redirection mechanisms for 
mobile subscribers. However, the conventional wireless 
data server often lacks flexibility concerning the manner 
in which services are offered. For instance, the service 
provider may completely dictate the scope of offered 
services, rather than allowing a subscriber to configure 
data services associated with the wireless data server, 
for various technical reasons. Subscribers may gener- 
ally lack the technical sophistication to properly config- 
ure data services in a manner that is compatible with the 
sound technical operation of the underlying wireless 
communication system. Providing the subscribers with 
tools to configure services may negatively impact traffic 
capacity available for other subscribers on the underly- 
ing wireless system. Thus, a need exists for providing 
user-configurable communications service to wireless 
subscribers. 

[0003] In the prior art, a client, such as a computer 
station, may be coupled to a communications network 
(e.g., the internet). A client-resident program may filter 
e-mail upon receipt at the client after the service provid- 
er has delivered the message to the client over the com- 
munications network. For example, the program may 
selectively forward, delete, or move incoming e-mail 
from one electronic folder to another after being trig- 
gered by an incoming message. Similarly, a client-resi- 
dent program may filter a message or an undesired por- 
tion of a message based on an assessment of the con- 
tent of the message. If the client is a wireless terminal 
or mobile station, the receipt and processing of unwant- 
ed data messages (e.g., e-mails) tends to detract from 
the longevity of each battery charge of the mobile sta- 
tion. The undesired incoming data messages not only 
impact customer satisfaction because available trans- 
mit (e.g., talk) time is reduced, the undesired incoming 
data messages detract from the potential capacity of the 
communications network (e.g., internet). 
[0004] However, the service provider may monitor 
and delete incoming messages from blacklisted internet 
protocol (IP) domains before the incoming messages 
are delivered to the client, to reduce traffic over the com- 
munications network. Accordingly, the service provider 
is burdened with the responsibility of continually select- 
ing and updating blacklisted IP domains for filtering un- 
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der such an approach. Further, the service provider 
needs to make a judgment about what IP domains 
should be blacklisted, rather than leaving the decision 
up to the discretion of the subscriber. The service pro- 

5 vider is placed in the awkward and controversial position 
of censoring content that is desired by certain subscrib- 
ers and not others. Thus, a need exists for a filtering 
mechanism that may reduce traffic over the telecommu- 
nications network, while delivering desired messages to 

10 subscribers on a custom or preferential basis under the 
subscribers' discretion. 

[0005] Another filtering approach which has been 
widely used for internet applications is the subscription 
authorization. A subscriber can subscribe or unsub- 

^5 scribe to an e-mail mailing list which forwards messages 
to the user on a regular basis or otherwise. The sub- 
scriber must actively subscribe and unsubscribe to the 
e-mail list. However, if the subscriber lacks technical so- 
phistication or if the content provider makes unsubscrib- 

20 ing difficult to promote its own commercial interests, the 
subscriber may be unable to stop the undesired flow of 
e-mail from a subscription list. Thus, there is a need for 
an alternative to subscription lists which allows an un- 
sophisticated subscriber to readily and simply control 

25 the content of received data messages. 

SUMMARY OF THE INVENTION 

[0006] In accordance with the invention, a method 

30 and system for providing configurable communications 
services for mobile stations allows a subscriber to read- 
ily control the delivery of one or more data messages 
addressed to a mobile station and the parameters of one 
or more data messages received at the mobile station. 

35 The parameters may include the type and format of the 
data message, for example. The method includes es- 
tablishing an active profile associated with a corre- 
sponding mobile station. The active profile may be var- 
iable in response to a triggering event. A wireless data 

40 server receives a data message addressed to the mo- 
bile station. The active profile for the mobile station is 
accessed upon or after the receipt of the data message 
at the wireless data server to determine applicable 
stored profile attributes of the established active profile. 

45 The wireless data server detects received profile at- 
tributes associated with the received data message. 
The received data message is filtered in real-time based 
on a comparison between the detected profile attributes 
and the stored profile attributes. 

50 [0007] In accordance with one aspect of the invention, 
the wireless data server automatically changes the ac- 
tive profile upon the occurrence of a triggering event to 
alter the filtering of one or more data messages ad- 
dressed to the mobile station. The subscriber may select 

55 one or more triggering events and affiliated conse- 
quences in advance of the receipt of data messages. A 
triggering event may include changing location of the 
mobile station, the expiration of a timer associated with 
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the mobile station, changing an available transport op- 
tion of the air interface for the mobile station (e.g., tran- 
sition from digital to analog service at a particular time), 
or otherwise. Affiliated consequences include transmis- 
sion of a complete data message to the mobile station, 
blocking the transmission of a data message to the mo- 
bile station, deleting a data message addressed to the 
mobile station, or filtering content of a data message ad- 
dressed to a mobile station in a desired way. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a block diagram of a wireless com- 
munication system in accordance with the invention. 
[0009] FIG. 2 is a block diagram that illustrates one 
embodiment of components for the wireless data server 
of FIG. 1. 

[0010] FIG. 3 is a block diagram that illustrates the 
operation of a wireless data server in various alternate 
downstream data paths in accordance with the inven- 
tion. 

[0011] FIG. 4 is a block diagram of a method for 
changing an active profile based on the occurrence of 
a triggering event in accordance with the invention. 
[0012] FIG. 5 is a flow diagram, illustrating step S10 
of FIG. 4 in greater detail in accordance with the inven- 
tion. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0013] In accordance with the invention, FIG. 1 shows 
a communication system 25 for providing subscriber- 
configurable data services. A content service provider 
24 is coupled to a wireless data server 12 through a 
communications network 20, such as the internet. In one 
embodiment, the wireless data server 12 is coupled to 
a storage device 9, a short messaging service center 
14, an interworking unit 113, and a mobile switching 
center 1 6. The mobile switching center 1 6 interconnects 
a base station sub-system 22 to the wireless data server 
1 2 via the interworking unit 1 1 3, a short messaging serv- 
ice center 14, or both. The mobile switching center 16 
may interconnect the base station sub-system 22 to a 
public switched telephone network 1 8. The base station 
sub-system 22 supports communication to one or more 
mobile stations 26. 

[0014] In the downstream data path, the communica- 
tions system 25, the communications system 25 oper- 
ates as follows. The content service provider 24 origi- 
nates or forwards a data message intended for a mobile 
station 26 served by the base station sub-system 22. 
The data message is transferred through the communi- 
cations network 20 (e.g., internet) to a wireless data 
server 12 serving the mobile station 26. The wireless 
data server 1 2 may access a database 1 1 in the storage 
device 9 to determine how to handle the received data 
message. The wireless data server 12 may invoke a 
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short messaging service center 14 to send a short mes- 
sage service message to the mobile station 26 via (the 
mobile switching center 16 and) the base station sub- 
system 22 to alert the mobile station 26 of the receipt of 
5 the data message. Alternatively, the wireless data serv- 
er 1 2 may filter the data message by blocking the trans- 
mission of the data message to the mobile station 26 
without sending a short messaging service message. 
For example, the operator of the wireless data server 
10 12 may charge the content service provider 24 an ac- 
cess fee for access to the mobile stations 26 and if the 
content service provider 24 does not pay the requisite 
access fee, the wireless data server 12 may block the 
data message from transmission and receipt at the mo- 
ts bile station 26. 

[0015] The wireless data server 12 may also convert 
the data message from a textual, graphical, multi-media, 
or visual data message to a verbal or oral data message 
for transmission over the base station sub-system 22 to 
20 the mobile station 26 to conserve the requisite band- 
width. The requisite bandwidth for a speech data mes- 
sage is typically much less than the bandwidth required 
to transmit a visual, multimedia, or graphical data mes- 
sage, particularly where the data message is rich in 
25 graphics or presented in another data-intensive format. 
[001 6] The interworking unit 1 1 3 provides an interface 
between the wireless data server 12 and the mobile 
switching center 1 6. The interworking unit 1 1 3 may pass 
through downstream speech messages to the mobile 
30 switching center 16. In contrast, the interworking unit 
113 may process downstream data messages (or even 
speech) in a data packet format (e.g., asynchronous 
transfer mode adaptation layer two (AAL2)), a facsimile 
format, or some other suitable data format that is com- 
as patible with the mobile switching center 1 6. The data for- 
mat ultimately provided by the interworking unit 113 de- 
pends upon whether the mobile switching center 1 6 sup- 
ports circuit switching, packet switching, or both. In prac- 
tice, the interworking unit 113 may comprise a server, 
40 which assigns internet protocol addresses to mobile sta- 
tions to facilitate communication over the communica- 
tions network 20. 

[0017] The base station sub-system 22 may include 
a base station controller coupled to one or more base 

<5 stations that serve the mobile station 26 over an air in- 
terface. The air interface may comply with a code-divi- 
sion, multiple-access (CDMA) wireless communications 
standard, a global system for mobile communications 
(GSM) or a time-division, multiple-access (TDMA) 

50 standard, for example. 

[0018] The air interface has a transmission channel 
rate, which may referto a downlink symbol transmission 
rate, an uplink symbol transmission rate, or both. The 
transmission channel rate may vary with the available 

55 bandwidth for a particular mobile station 26 or with the 
amount of modulating information to be transmitted over 
the air interface between the particular mobile station 
26 and a base station of the base station subsystem 22. 
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For example, CDMA schemes support variable rate voc- 
oding of speech information, where breaks in conversa- 
tion are not transmitted to conserve communication re- 
sources. The maximum channel rate depends upon the 
maximum available bandwidth for the particular mobile 
station 26. 

[0019] The air interface has a propagational time de- 
lay for propagation of an electromagnetic signal (e.g., 
radio frequency signal) between a particular mobile sta- 
tion 26 and the base station, which varies with the phys- 
ical distance between the particular mobile station 26 
and the base station. If multipath reception is present, 
the propagational time delay may be influenced by con- 
tributions from a direct path between the mobile station 
26 and the base station and indirect paths, due to mul- 
tipath propagation, between the mobile station 26 and 
the base station. Besides the propagational time delay, 
changes in coding or retransmission schemes used for 
error correction, error detection, the modulation 
scheme, or otherwise may affect the time delay of the 
air interface fortransmission between the mobile station 
26 and the base station. Retransmission schemes are 
used to enhance reliability of wireless communication 
systems by repeating transmissions in case an earlier 
transmission was corrupted by interference or not re- 
ceived properly by a receiver of the base station or the 
mobile station 26. 

[0020] FIG. 2 shows a block diagram of one embodi- 
ment of the wireless data server 1 2 of FIG. 1 . As shown, 
the constituent blocks of the wireless data server 1 2 may 
represent software instructions, hardware components, 
or a combination of both hardware and software. The 
interconnections between the constituent blocks may in- 
clude logical connections, physical databuses, or both. 
[0021] In the downstream path, the wireless data 
server 1 2 includes a security interface 1 00 coupled to a 
profile generator-selector 108 and a receiver 102. In 
turn, the profile generator-selector 108 is coupled to a 
database 1 1 0 for storing profiles 1 1 2 on the mobile sta- 
tions 26. The receiver 102 is coupled to a retriever 114 
and a detector 104 for detecting received profile at- 
tributes 106 associated with the received data messag- 
es. The retriever 114 communicates with the database 
110 to retrieve stored profiles 112 or stored profile at- 
tributes for use by a filter 116. The stored profiles 112 
contain filtering instructions that may be applied to the 
filter 116. 

[0022] The filter 116 accepts input from the detector 
1 04 and the retriever 1 1 4. The filter 1 1 6 provides an out- 
put to a converter 120. The filter 116 applies filtering 
rules 1 1 8 to the received data message based on a com- 
parison of the received profile attributes 106 (detected 
by the detector 1 04) to stored profile attributes or stored 
profiles 1 1 2 (retrieved by the retriever 1 1 4 from the da- 
tabase 110). From the mobile station 26, the subscriber 
may change the active profile associated with the mobile 
station 26 to control or select the applicable filtering rule 
118. The wireless server 12 follows the instructions of 
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an active profile assigned to a corresponding mobile sta- 
tion 26, rather than inactive, stored profiles 112. The 
wireless data server 12 may automatically change the 
active profile associated with the mobile station 26 in 

5 response to the occurrence of triggering events. 

[0023] The converter 120 accepts an output of a fil- 
tered data message from the filter 116. The converter 
1 20 may convert the format of the filtered data message 
from a visual, multi-media, or graphical format to a ver- 

10 bal format suitable for transmission as speech over the 
air interface of the base station sub-system 22. The con- 
verter 120 provides a converter output to a transmitter 
122. The transmitter 122 transmits the converted data 
message or speech data to the mobile switching center 

'5 1 6 with the possible intervention of the interworking unit 
113, which provides a suitable signaling format {e.g., 
compressed or uncompressed pulse code modulation 
consistent with a DS1 transmission) for the mobile 
switching center 16. 

20 [0024] With respect to the upstream data transmis- 
sion path, the mobile station 26 may originate a reverse 
data message fortransmission to a client 10 (e.g., inter- 
net user) via the communications network 20. The base 
station sub-system 22 receives the reverse data mes- 

25 sage and routes it to the mobile switching center 1 6. The 
mobile switching center 16 communicates to an up- 
stream receiver 130 (e.g., pulse code modulation re- 
ceiver). The upstream receiver 1 30 is coupled to a proc- 
essor 128. The processor 128 may determine the ap- 

30 propriate destination address and data format for com- 
munications over the communications network 20. Al- 
though, not illustrated in the wireless data server 12 of 
FIG. 2, the processor 128 may include a converter for 
converting a speech message into a graphical or textual 

35 message for display at the client 1 0. 

[0025] The processor 128 communicates with an up- 
stream transmitter 126 to forward the appropriate re- 
verse data message to the content service provider 24 
or a client 10 coupled to the communications network 

40 20. Accordingly, the mobile station 26 may generate an 
e-mail message in this manner or another voice mes- 
sage, which may be received by the client 10. 
[0026] Besides originating a reverse data message 
for transmission to a client 10 of the communications 

45 network 20, the mobile station 26 may send a command 
to the wireless data server 12 to dynamically configure 
presently active communications services or features. 
Accordingly, the processor 128 determines if the re- 
verse data message contains a request to update or al- 
so ter a stored profile 112 in accordance with a user pref- 
erence. If so, the processor .128 communicates an in- 
struction to the profile generator-selector 108 to update 
the active profile (among the stored profiles 112) in the 
database 1 1 0 for the mobile station 26. 

55 [0027] At the wireless data server 12 upon prior in- 
struction or approval by the subscriber, the processor 
128 may automatically change the active profile from a 
previous active profile to a revised active profile upon 
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the occurrence of a triggering event. The revised active 
profile may result in the application of a different filtering 
rule than the previous active profile would apply. The 
subscriber establishes or selects one or more triggering 
event settings and affiliated consequences in advance 
of the receipt of data messages. The filtering rules de- 
fine the affiliated consequences. A triggering event may 
include changing location of the mobile station 26, the 
expiration of a timer in the wireless data server 12 as- 
sociated with the mobile station 26, the change of an 
available transport option for the mobile station 26 at a 
particular time, or otherwise. 

[0028] A home location register (HLR) 1 3, a visitor lo- 
cation register (VLR) 1 5, the mobile switching center 1 6, 
the base station subsystem 22, or another network ele- 
ment may communicate data on one or more triggering 
events to the wireless data server 12. The processor 
1 28 of the wireless data server 128 determines the ap- 
propriate selection of the revised active profile based on 
the receipt of triggering event data or other triggering 
event data. The HLR 13 or the VLR 15 preferably pro- 
vides triggering event data on changing location of the 
mobile station 26 to the wireless data server 12. The 
mobile switching center 16 or the base station subsys- 
tem 22 may communicate the available transport option 
(e.g, CDMA, TDMA, or GSM) for the mobile station 26 
at a particular time to the processor 128. Although the 
expiration of the timer could be provided to the wireless 
data server 1 2 from another network element, expiration 
of the timer may be handled internally with the wireless 
data server 12 or within the processor 128 itself. 
[0029] FIG. 3 presents downstream communications 
within the wireless communication system 25 consistent 
with FIG. 1 and FIG. 2. An incoming communication 28, 
such as a data message addressed to the mobile station 
26 is transferred from a content service provider 24 or 
otherwise to the wireless data server 12 via a commu- 
nications network 20. The wireless data server 12 con- 
tains the applicable filtering profiles 112 for the mobile 
station 26. Each profile 112 determines the filtering in- 
structions that the filter 116 will undertake prior to or in- 
stead of delivering the incoming communication 28 to 
the mobile station 26 with or without modification. 
[0030] A profile refers to at least one filtering instruc- 
tion or rule applicable to an incoming communication, 
such as a data message addressed to the mobile station 
26. Filtering instructions or rules control the delivery, re- 
direction, deletion, content manipulation, priority, or oth- 
er aspects of communications of data messages con- 
trollable by a wireless data server 12. Filtering may be 
used to block, pass, or alter the content of data messag- 
es at the wireless data server 1 2 in a manner consistent 
with efficient utilization of the air interface between the 
base station subsystem 22 and the mobile station 26. 
An active profile is one type of profile. 
[0031] An active profile refers to a profile that is cur- 
rently assigned to a corresponding mobile station based 
on subscriber input (e.g., preferences). The active pro- 



file may be selected from a group of profiles that are 
compatible with a particular mobile station 26 based on 
the technical capabilities of the particular mobile station 
26 and subscriber preferences. A wireless data server 

5 1 2 preferably manages the assignments of active profile 
for respective mobile stations. The wireless data server 
12 may manage data storage and retrieval of profiles 
that are compatible with a particular mobile station 26. 
[0032] The wireless data server 12 accepts input in 

10 the form of triggering event data 32 that may trigger 
switching between different active profiles among the fil- 
tering profiles 112. A triggering event may include 
changing the location of the mobile station 26, the expi- 
ration of a timer associated with the mobile station 26, 

15 changing an available transport option of the air inter- 
face for the mobile station 26, changing a time delay of 
the air interface for the mobile station 26, or any other 
event data that is provided as input to the wireless data 
server 12. The wireless data server 12 associates an 

20 active profile with each received incoming communica- 
tion 28 with consideration of triggering event data 32. 
The wireless data server 1 2 may or may not provide an 
output in the form of a delivery message 36 to a mobile 
station based on the incoming communication 28. For 

25 example, the delivery of a data message may represent 
a modified version of the incoming communication 28 in 
which part of the incoming communication is blocked or 
filtered out. 

[0033] The wireless data server 12 may select a de- 
30 livery method from a group of possible delivery methods 
to determine how the message is delivered or forward- 
ed. The group of delivery methods may include one or 
more of the following: short messaging service (SMS), 
translation of text into a voice call, fax output, transmis- 
35 sion over a shared data channel, transmission over a 
dedicated data channel, and other suitable data trans- 
mission techniques. In addition to selecting a delivery 
method, the wireless data server 22 may determine a 
minimum quality of service for the transmission channel 
40 of the air interface for communication to the subscriber 
station. 

[0034] The input of triggering events 32 may be de- 
tected by the detector 1 04 for the downstream path, by 
the processor 128 for the upstream path, or otherwise. 

45 The detector 1 04 may detect such triggering events 32 
as received profile attributes 106 in the receive data 
message or a command from a subscriber using a sub- 
scriber-operated client 17. The assigning of triggering 
events 32 as certain received profile attributes allows 

50 filtering based on the content of incoming communica- 
tion 28, for example. 

[0035] The processor 128 may detect triggering 
events 32 as triggering event data from a network ele- 
ment of the communications system 25 or an external 
55 source. For example, the network element may be a 
HLR 13 or a VLR 15 coupled to the mobile switching 
center 1 6. The HLR 1 3 or the VLR 1 5 may communicate 
to the detector 104 via the upstream receiver 130 and 
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the processor 1 28, for example. The HLR 1 3 or the VLR 
1 5 may provide updates to profile attributes as the sub- 
scriber station moves throughout the wireless system or 
as the wireless service provider updates profile config- 
urations of the mobile station 26. The HLR 13 and the 
VLR 1 5 conventionally provide subscriber location data, 
which may be readily used by the wireless data server 
12 for profile modification of active profiles; hence, 
changes to filtering rules 1 1 B. The location data may be 
as general as an mobile switching center 1 6 (MSC) iden- 
tifier upon which the particular mobile station 26 is pres- 
ently active, a sector of a cell site, or the like. 
[0036] The delivery of the data message from the 
wireless data server 1 2 to the mobile station 26 may take 
any one of three possible paths. In accordance with a 
first path 36, the data message is delivered by transmit- 
ting an SMS message to a mobile station 26 via the short 
messaging service center 1 4. In accordance with a sec- 
ond path 38, the data message is delivered by transmit- 
ting a message to the mobile station 26 via the inter- 
working unit 113, which processed the data message 
for compatibility with the mobile switching center 16. In 
accordance with a third path 40, a voice message is de- 
livered to the mobile station 26 by passing through the 
interworking unit 113 (without processing of the inter- 
working unit 113) to the mobile switching center 16. 
[0037] FIG. 4 is a flow diagram of a method of provid- 
ing user configurable data services for mobile stations 
26. Starting in step S10, the profile generator-selector 
108 establishes an active profile associated with a cor- 
responding mobile station 26. The active profile may be 
established in accordance with several alternative tech- 
niques. 

[0038] In accordance with a first technique, a sub- 
scriber may access the wireless data server 1 2 by using 
a subscriber-operated client 1 7 (FIG. 2) such as a com- 
puter coupled to the communications network 20. Under 
the first technique, the subscriber accesses the wireless 
data server 12 through the internet, for example, via a 
computer. The access may be established over a wire- 
line, optical or cable interface or another interface to the 
wireless data server 12 at a higher transfer rate or 
throughput than is typically available through the air in- 
terface supported by the mobile station 26. Accordingly, 
via the wireline, optical or cable interface, the subscriber 
is presented with the most convenient and most elabo- 
rate techniques or procedures for establishing the active 
profiles and any alternate profiles. The subscriber may, 
for example, set up a vacation profile as an alternate 
profile which can later be selected from either the sub- 
scriber-operated client 1 7 or the subscriber's mobile sta- 
tion 26. 

[0039] In accordance with a second technique, a sub- 
scriber may select, from a menu of profiles, an active 
profile via the mobile station 26. Further, a subscriber 
may change from one established active profile to an- 
other via the mobile station 26. 

[0040] In accordance with a third technique, the serv- 



ice provider may provide a default profile or a group of 
profiles for selection by the subscriber from either the 
mobile station 26 or from a subscriber-operated client 
1 7. Thus, under the third technique, the system operator 
5 of service provider may select default profiles or groups 
of profiles that are consistent with the air interface and 
traffic capacity of the wireless communications network 
25. 

[0041] Step S10 may include the determination of fil- 

10 tering rules associated with corresponding active pro- 
files or stored profile attributes. For example, a filtering 
rule may be determined based on a current mobile sta- 
tion transmission channel rate or an air interface delay. 
Alternately, a filtering rule may be determined based on 

15 mobile station location at or after the time of receipt of 
the data message at the wireless data server. A filtering 
rule may be defined as an if-then statement, where the 
if portion of the if-then statement addresses whether or 
not received profile attributes match the stored profile 

20 attributes of the active profile. The then portion of the if- 
then statement defines a desired filtering action. 
[0042] After step S10, in step S12, a receiver 102 re- 
ceives a data message at the wireless data server 12. 
The data message is addressed to the mobile station 

25 26 or the wireless data server 1 2. The receiver 1 02 may 
read an address of the mobile station 26 from the data 
message or a header of the data message, for example. 
The mobile station identifier gleaned from the received 
data message may be used in the following step, S14. 

30 [0043] In step S1 4, a retriever 114 accesses an active 
profile (of the stored profiles 1 1 2) for the mobile station 
26 to which the received data message is addressed to 
determine the applicable stored profile attributes. The 
retriever 1 1 4 preferably accesses a database 1 1 0 of pro- 

35 files to retrieve one or more profile attributes associated 
with the mobile station identifier of the mobile station 26. 
Accordingly, the database 110 may include mobile sta- 
tion identifiers associated with corresponding sets of 
stored profile attributes of stored profiles 112. 

40 [0044] The stored profile attributes may be associated 
with corresponding filtering rules 118 for the data mes- 
sages. The stored profile attributes may include one or 
more of the following: a sender identifier for the data 
message; a recipient list for the received data message; 

45 a time of day for the received data message; a subject 
key words within the data message; a key word within 
the body of the data message; day of the week of the 
data message; and an estimate of the geographic loca- 
tion of the mobile station 26 when the data message is 

so received by the mobile station 26. The estimate of the 
geographic location may be based on a last known lo- 
cation, a designated home location, or another desired 
location. Although the geographic location of the mobile 
station 26 is preferably based on an estimate of the lo- 
ss cation of the mobile station 26 when the data message 
is received by the mobile station 26, in an alternate em- 
bodiment, the geographic location may be based upon 
a tracked location of the mobile station 26 when the data 
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message is sent to the mobile station 26 by continuously 
maintaining a database on mobile locations of corre- 
sponding mobile stations. 

[0045] In step S16 following step S14, the detector 
104 detects received profile attributes 106 associated 5 
with the received data message. The received profile 
attributes 106 may be expressly set forth in the header 
in accordance with an agreed- upon standard or the de- 
tector 104 may need to derive the received profile at- 
tributes 1 06 from a header or contents of the data mes- 
sage. In accordance with the preferred embodiment, the 
received data message is provided with a header in a 
known or standardized format such that the detector 1 04 
can merely reference the header and retrieve the re- 
ceive profile attribute without consuming processing re- 
sources necessary to read a body or other contents of 
the received data message. Thus, received data mes- 
sages may be categorized by the detector 1 04 into dif- 
ferent categories for treatment by different correspond- 
ing filtering rules 1 1 8 within the filter 1 1 6 based upon the 
detection of the received profile attributes 106. 
[0046] In step S1 8, a filter 1 1 6 filters the received data 
messages based on a comparison between the detect- 
ed profile attributes 106 of step S16 and the applicable 
stored profile attributes of step S14. Filtering generally 
refers to passing all or a portion of a receive data mes- 
sage or blocking all or a portion of the receive data mes- 
sage from receipt at a particular mobile station 26. The 
applicable stored profile attributes are attributes which 
are associated with the active profile (of the stored pro- 
files 112) stored in the database 110. The active profile 
attributes are established in accordance with user pref- 
erences by the profile generator-selector 108. The de- 
tected profile attributes represent received profile at- 
tributes 106, which may be extracted from the header 
of the received data message or otherwise derived from 
the received data message in step S16. 
[0047] In step S1 8, filtering involves applying filtering 
rules 1 1 8 associated with one or more of the stored pro- 
file attributes. At least one filtering rule is invoked upon 
the matching of received profile attributes to active pro- 
file attributes of the active profile. For example, the filter 
116 may filter the received data message with respect 
to the mobile station 26 based on a received sender 
identifier as a received profile attribute matching a 
stored sender identifier as a stored profile attribute. The 
profile attributes allow the user to filter out the data mes- 
sages in accordance with the mobile subscriber's pref- 
erences. 

[0048] In step S1 8, numerous configurations are pos-' 
sible for filtering rules 118 and the following examples 
are presented merely for illustrative purposes. The fil- 
tering rules may be based on time, geographic location 
of the mobile station, content of the data message, mo- 
bile station identifier, an origin identifier or other consid- 
erations. 

[0049] In the context of filtering based on time consid- 
erations, the filter 116 may filter the received data mes- 



sage with respect to the mobile station 26 based on a 
received time of day of the data message falling within 
a stored range of a time of day. For example, a filtering 
rule may apply to the received data message such that 
mobile station 26 receives the messages containing 
stock quotes during normal business hours and not dur- 
ing non-business hours. Similarly, the filter 1 1 6 may filter 
the received data message with respect to the mobile 
station 26 based on a received day of week of the data 
message falling within a range of the stored days of the 
week. For instance, a filtering rule may apply to the re- 
ceived data such that the mobile station 26 receives 
sport information on the weekend or during non-busi- 
ness hours. 

[0050] In the context of filtering based on content of 
the received data message, the filter 116 may filter the 
received data message with respect to the mobile sta- 
tion 26 based on a received subject key word or combi- 
nation of key words within the data message matching 
a stored subject key word or stored combination of sub- 
ject key words. In another example, the filtering step 
may filter the received data message with respect to the 
mobile station 26 based on a received key word within 
the body of the data message matching a stored subject 
key word. Such content-based filtering may be used to 
block obscene or pornographic content from reaching 
juvenile users of mobile stations 26. 
[0051] In the context of filtering based on geographic 
location, the filter 1 1 6 may filter the received data mes- 
sage with respect to the mobile station 26 based on a 
received geographic identifier of the data message be- 
ing within a certain range or a maximum range of a 
stored geographic location of the mobile station 26 when 
the data message is sent to the mobile station 26. The 
stored geographic location may be determined based 
on the latest known location of the mobile station 26. 
The stored geographic location of the mobile station 26 
is updated as the mobile station 26 moves throughout 
a wireless communication system. The maximum range 
may refer to a radius from a mobile station 26 operation- 
al area or geographic location. The above-received ge- 
ographic identifier may represent geographic coordi- 
nates of the base station location. 
[0052] In another example, the filtering step S18 de- 
letes data messages with a predefined identifier that are 
received during a first range of mobile station locations 
and transmits data messages with the predefined iden- 
tifier that are received during a second range of mobile 
station locations. The first range of mobile station loca- 
tions and the second range of mobile station locations 
may be estimated from last known mobile station loca- 
tions or determined in another suitable manner. 
[0053] In yet another example, the filter 1 1 6 may filter 
the received data message with respect to the mobile 
station 26 based on received sender identifier matching 
stored sender identifier. In still another example, the fil- 
tering step of S1 8 deletes data messages with a prede- 
fined mobile station identifier that are received during a 
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first time range and transmits data messages with the 
predefined mobile station identifier that are received 
during a second time range. 

[0054] The above filtering rules 1 1 8 for step S1 8 pro- 
vide a prodigious variety of practical applications for 
screening content, or passing or blocking receive data 
messages for a mobile station 26. The above filtering 
rules may be used in combination. 
[0055] The filtering step S1 8 may include selecting a 
delivery method from a group of possible delivery meth- 
ods to the mobile station 26. The selected delivery meth- 
od determines if the converter 120 should convert the 
format of the message prior to delivery or forwarding by 
the transmitter 1 22. The group of delivery methods may 
include one or more of the following: short messaging 
service (SMS), translation of text into a voice call, fax 
output, transmission over a shared data channel, trans- 
mission over a dedicated data channel, and other suit- 
able data transmission techniques. The filter 116 may 
select a group of mobile stations, such as all mobile sta- 
tions 26 in a specific geographic area, to facilitate trans- 
mission to the group. 

[0056] In addition to selecting a delivery method in 
step S1 8, the filter 1 1 6 may determine a minimum qual- 
ity of service for the transmission channel of the air in- 
terface for communication to the subscriber station. The 
air interface refers to at least the downlink path between 
the base station subsystem 22 and the mobile station 
26. The transmitter 122 transmits data on the minimum 
quality of service to the mobile switching center 1 6, the 
base station subsystem 22, or both so that base station 
subsystem 22 may maintain the minimum quality of 
service. The minimum quality of service may be based 
on a determination of whether the downlink signal, the 
uplink signal, or both (for a particular mobile station 26) 
meets a target symbol error rate, a target signal-to-in- 
terference ratio, a target signal-to-noise ratio that pro- 
vides communication service with a desired statistical 
reliability or availability for the particular mobile station 
26. 

[0057] In step S20, once the data is filtered by the filter 
116, the wireless data server 12 may perform appropri- 
ate actions based upon the applied filtering rules 118 
and user preferences. The wireless data server 12 may 
deliver the filtered data message or perform another ap- 
propriate action in conformance with the active profile 
and one or more associated filtering rules. In one exam- 
ple, the wireless data server 1 2 may deliver a short mes- 
saging service message to the mobile station 26, which 
is indicative of the content of the complete data mes- 
sage to give the mobile station 26 a preview of the data 
message content. In another example, the wireless data 
server 12 may forward the filtered data message to a 
certain address. The wireless data server 1 2 may trans- 
mit the and forward the data message to a client 10 or 
17. In yet another example, the wireless data server 12 
may store the data message for future transmission or 
may merely delete the data message if the data mes- 
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sage was filtered or blocked in accordance with the fil- 
tering rules 118. 

[0058] FIG. 5 illustrates changing an active profile 
based on the occurrence of a triggering event in accord- 

5 ance with the invention. The procedure of FIG. 5 may 
be carried out anywhere between steps S1 0 and S1 4 of 
FIG. 4, for example. Starting in step S22, the wireless 
data server 12 evaluates whether a timer, associated 
with the mobile station 26, has expired. If the timer has 

10 expired, then the method continues with step S30 in 
which the generator-selector 108 generates or selects 
a new active filtering profile. If the timer has not expired, 
the method continues with step S24. 
[0059] In step S24, the wireless data server 12 deter- 

15 mines whether the geographic location of the mobile 
station 26 has changed. The wireless data server 12 
may accept input from a data source such as a home 
location register or a visitor location register to deter- 
mine whether the location change has occurred. Fur- 

20 ther, the location change may not be regarded as a 
change unless the change exceeds a minimum thresh- 
old value such as a radius of so many meters from an 
original location or exceeding the geographic boundary 
of a metropolitan area. If the location has changed, then 

25 the method continues with step S30. If the location does 
not change, then the method continues with step S26. 
[0060] In step S26 of the wireless data server 12 de- 
termines if there is a change in the available transport 
options associated with the mobile station 26. The trans- 

30 port options generally refer to technical characteristics 
of the air interface between the base station and the mo- 
bile station 26 in the wireless network. The technical 
characteristics of the air interface for (a particular mobile 
station 26) may include one or more of the following: 

35 bandwidth capacity, data format, error correction, mod- 
ulation scheme (e.g., TDMA, CDMA, or GSM compli- 
ant), time delays from signal processing associated with 
the air interface, maintenance of a minimum target level 
of quality (e.g. , bit error rate) of communications service 

40 over the air interface, and dedicated and shared chan- 
nels over the air interface. Short-messaging service 
(SMS), cellular digital packet data (CDPD), code-divi- 
sion multiple access (CDMA), time-division multiple ac- 
cess (TDMA), global system for mobile communications 

45 (GSM), general packet radio services (GPRS) and uni- 
versal mobile test system (UTMS) are some examples 
of transport options. 

[0061] The change in available transport options (e. 
g., from CDMA to GSM or vice versa) may be judged on 

50 a downlink basis versus an uplink basis. The downlink 
basis refers to the transmission path between the base 
station subsystem 22 and the mobile station 26 and the 
reverse link refers to the path from the mobile station 26 
to the base station subsystem 22. The uplink path and 

55 downlink path may not be symmetrical in bandwidth so 
the change in available transport options may be based 
upon the uplink path throughput, the downlink path data 
throughput, or both. If there has been a significant 
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change in the available transport options, then the meth- 
od continues with step S30. Otherwise, if there's not a 
sufficient change in the available transport options, the 
method continues with step S28, in which user prefer- 
ences may be updated. 

[0062] In step S26, a change in a transport option for 
a particular mobile station 26 may include changing the 
time delay associated with transmission and/or recep- 
tion over the air interface (e.g., coding or re-transmis- 
sion scheme changes that affect delay), switching be- 
tween dedicated and shared channels, and sensing 
changes in a target quality level (e.g., bit-error rate) of 
the channel. 

[0063] In step S28, the user preferences may be up- 
dated from the mobile station 26, from a subscriber cli- 
ent 10 coupled to the communications network 20, or 
both. In FIG. 5, the userchanging a user preference may 
be treated as a triggering event that is received from an 
upstream or downstream transmission of the subscriber 
to the wireless data server 12. Alternatively, a service 
provider may update the user preferences in response 
to an ordinary telephone call from a subscriber to a wire- 
less data service provider. If the user updates user pref- 
erences, the method continues with step S30. Other- 
wise, the method loops back to wait for another event 
among step S22 through step S28. The triggering 
events set forth in FIG. 5 are presented for exemplary 
purposes and other different events may be used to 
practice the invention. 

[0064] In accordance with the method and system of 
the invention, the detected profile attributes are readily 
standardized according to standards followed by the 
content service provider in order to gain access to the 
mobile service subscribers. The operator of the wireless 
data server may readily update profile attributes of 
stored profiles to coincide with changes to the standard- 
ized detected profile attributes after coordinating such 
updates with the content service provider. Accordingly, 
the flexibility in establishing the detected profile at- 
tributes and stored profile attributes is well-suited for 
evolving with changes in the form or content of the un- 
derlying data messages addressed to the mobile sta- 
tion. 

[0065] The method and system of the invention facil- 
itates lower power consumption and advanced longevity 
of battery charges by allocating filtering tasks to the 
wireless data server, as opposed to the mobile station. 
Further, the service provider can reduce undesired traf- 
fic on the wireless system (including the air interface) by 
allowing the subscriber to determine the active profile 
and filter messages even before the messages are 
transmitted over the air interface to the mobile station. 
[0066] The specification describes various illustrative 
embodiments of the method and system of the present 
invention. The invention, however, is defined by the 
claims. 
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Claims 

1. A method of providing configurable data services 
for mobile stations, the method comprising the 

5 steps of: 

establishing an active profile associated with a 
corresponding mobile station and being varia- 
ble in accordance with a triggering event; 
10 receiving a data message at a wireless data 

server, the data message addressed to at least 
one of the wireless data server and the mobile 
station; 

accessing the active profile for the mobile sta- 
15 tion to which the received data message is ad- 

dressed to determine applicable stored profile 
attributes; 

detecting received profile attributes associated 
with the received data message; 
20 filtering the received data message based on a 

comparison between the detected profile at- 
tributes and the stored profile attributes. 

2. The method according to claim I wherein the trig- 
25 gering event comprises changing location of the 

mobile station. 

3. The method according to claim I wherein the trig- 
gering event comprises expiration of a timer asso- 

30 dated with the mobile station. 

4. The method according to claim 1 wherein the trig- 
gering event comprises changing an available 
transport option of an air interface for the mobile sta- 

35 tion. 

5. The method according to claim 1 wherein the trig- 
gering event comprises changing a delay of an air 
interface for the mobile station. 

40 

6. The method according to claim 1 wherein the es- 
tablishing step includes determining at least one fil- 
tering rule based on the mobile station location at 
or after the time of receipt of the data message at 

45 the wireless data server. 

7. The method according to claim 6 wherein the filter- 
ing step deletes data messages with a predefined 
Identifier that are received during a first range of mo- 

so bile station locations and transmits data messages 
with the predefined identifier that are received dur- 
ing a second range of mobile station locations. 

8. The method according to claim 1 wherein the filter- 
55 ing step filters the received data message with re- 
spect to the mobile station based on a received ge- 
ographic identifier in the data message when the 
data message is received by the mobile station. 
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9. The method according to claim 1 wherein the filter- 
ing step filters the received data message with re- 
spect to the mobile station based on a stored geo- 
graphic location of the mobile station when the data 
message is received by the mobile station, wherein 5 
the stored geographic location of the mobile station 

is updated as the mobile station moves throughout 
a wireless communications system. 

10. The method according to claim 1 , further compris- 10 
ing: 

determining a minimum quality of service for the 
transmission channel of the air interface for com- 
munication to the mobile station. 

15 

11. A method of providing configurable data services 
for mobile stations, the method comprising the 
steps of: 

establishing an active profile associated with a 20 
corresponding mobile station, the active profile 
being variable with at least one of a mobile sta- 
tion location and a transport option; 
receiving a data message at a wireless data 
server, the data message addressed to at least 25 
one of the wireless data server and the mobile 
station; 

accessing the active profile for the mobile sta- 
tion to which the received data message is ad- 
dressed to determine applicable stored profile 30 
attributes; 

detecting received profile attributes associated 
with the received data message; 
filtering the received data message based on a 
comparison between the detected profile at- 35 
tributes and the stored profile attributes. 

12. The method according to claim 11 wherein the es- 
tablishing step further comprises determining at 
least one filtering rule based on the current mobile *o 
station location. 

13. A method of providing configurable data services 
for mobile stations, the method comprising the 
steps of: 45 
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detecting received profile attributes associated 
with the received data message; 
filtering the received data message based on a 
comparison between the detected profile at- 
tributes and the stored profile attributes. 

14. The method according to claim 13 wherein, in the 
changing step, the triggering event comprises an 
expiration of a timer associated with a mobile sta- 
tion. 

15. The method according to claim 13 wherein, in the 
changing step, the triggering event comprises a 
change in location of the mobile station. 

16. The method according to claim 13 wherein, in the 
changing step, the triggering event comprises a 
change in an available transport option of the mo- 
bile station. 

17. The method according to claim 13 wherein, in the 
changing step, the triggering event comprises a 
change in a user preference associated with the 
mobile station. 

18. A system for providing configurable data services 
for mobile stations, the system comprising: 

a profile generator/selector for establishing an 
active profile associated with a corresponding 
mobile station, the profiler storing the active 
profile in a database, the active profile being 
variable with at least one of a mobile location, 
a transmission rate and an air interface delay; 
a receiver for receiving a data message at a 
wireless data server, the data message ad- 
dressed to the mobile station; 
a retriever for accessing the active profile in the 
database for the mobile station to which the re- 
ceived data message is addressed to deter- 
mine applicable stored profile attributes; 
a detector for detecting received profile at- 
tributes associated with the received data mes- 
sage; 

a filter for applying filtering to the received data 
message based on a comparison between the 
detected profile attributes and the stored profile 
attributes. 



establishing an initial active profile associated 
with a corresponding mobile station; 
changing from the initial active profile to a re- 
vised active profile with a different filtering rule so 
if a triggering event occurs; 
receiving a data message at a wireless data 
server, the data message addressed to the mo- 
bile station; 

accessing the revised active profile for the mo- 55 
bile station to which the received data message 
is addressed to determine applicable stored 
profile attributes; 
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